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Course Modules

1. Assessment of Information Security Risks
e The Importance of Risk Management
e Integrating Documentation into Risk Management

2. Response to Cybersecurity Incidents
e Deployment of Incident Handling and Response Architecture
e Containment and Mitigation of Incidents
 Preparation for Forensic Investigation as a CSIRT

3. Investigating Cybersecurity Incidents
e Use a Forensic Investigation Plan
e Securely Collect and Analyze Electronic Evidence
e Follow Up on the Results of an Investigation

4.Complying with Legislation
e Examples of Legislation GDPR, HIPPA, Elections
e Case study: Incident Response and GDPR
e Legislatn Resources & Eg — Search trms to find state legislation
e Usg NYS as eg use the NYS Privacy Response act or other legslatn
e Provide answers on when to use federal versus state
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