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Course Modules

1.THE ART OF PORT SCANNING
*Methodology: basic concepts of hacking
«Enumeration techniques and port scanning

2.THE ART OF ONLINE PASSWORD ATTACKS
«Configure online password attack
«Exploiting network service misconfiguration
*MySQL and PostgreSQL
Attack chaining technique

3.METASPLOIT BASICS
«Exploitation concepts: manual exploitation methodology
*Metasploit framework

4.PASSWORD CRACKING
*Basic cryptography concepts
«Design an offline brute force attack
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5.HACKING UNIX
Linux vulnerabilities and misconfigurations
*Privilege escalation techniques

6.HACKING APPLICATION SERVERS ON UNIX
*Web server misconfiguration
«Multiple exploitation techniques

7.HACKING THIRD PARTY CONTENT MANAGEMENT SYSTEM
«CMS software overview
«Vulnerability scanning and exploitation

8.WINDOWS ENUMERATION
*Windows enumeration techniques and configuration issues
«Attack chaining

9.CLIENT-SIDE ATTACKS
«Various Windows client-side attack techniques
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