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Course Modules

1.Introduction to IoT
Introduction
JoT Architecture
*Frameworks

2.1oT Security Testing
IoT Attack surface
IoT Security Testing Process

3.IoT Protocols

‘MQTT
Introduction
*Protocol Internals
«Reconnaissance
«Information leakage
*DOS attacks

*CoAP
«Introduction
*Protocol Internals
*Reconnaissance
Security issues
*Hands-on with open-source tools
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For Enquiry: +91 8680961847

4.Firmware
*Types
*Firmware updates
«Firmware analysis and reversing
Firmware modification
Firmware encryption
Identifying Instruction Sets
Simulating device environments

Free Advice: +91 9600579474

www.zetlantech.com



www.zetlantech.com




