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1. OBJECTIVES
e Explain the nature of the cloud environment.
e Describe the five pillars of cloud architecture.
e Explain the Basics of Cloud Infrastructure.
o Explain the Basics of Cloud Automation.
e Check Point Security Managmnt & How it Applies to CloudGuard.
e Describe CloudGuard Security Gateway offerings.
e Describe Cloud Load Balancers.
e Explain CloudGuard Licensing.
e Different Deployment options & architectures for CloudGuard.
e Explain how and why CloudGuard is automated
e Describe the functions of CloudGuard that can be automated.
e Describe the tools used to automate CloudGuard.
e Explain CloudGuard Automation Requirements.
e Basic tshootng techniques specific to Check Point Securty Mngmt
e Describe the steps for Tshooting CloudGuard Network Installatn.
e Tools & techniques used to tshoot CloudGuard Netwrk Automatn.
e Explain the need for Cloud Security Posture Management.
e Describe the posture management tools available in CloudGuard.
e Methods for correcting Cloud Security Posture Mangmnt issues
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2. EXERCISES
e Deploy a Security Management Server in the Cloud.
e Install a Security Gateway Image.
e Create Virtual Networks.
e Deploy Internal and External Load Balancers
e Deploy a Security Gateway Using Templates.
e Assign Public IP Addresses to Cloud Devices
e Create Web Servers in the Cloud.
e Configure North-South Traffic Policy.
e Configure East-West Traffic Policy and Routes.
e Troubleshoot North-South Traffic Issues.
e Troubleshoot East-West Traffic Issues.

Free Advice: +91 9600579474
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