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Course Modules

1. Getting Started
e Understand the Citrix ADC architecture and functionality.

e |dentify Citrix ADC hardware and its components
e Determine the deployment and licensing options
e Determine how to setup and configure Citrix ADC

2. Basic Networking
e Determine which networking topology to use with Citrix ADC
e Determine which interfaces IP address types and VLANS
o Identify which Citrix ADC routing and traffic-handling mode
e Determine how to configure Access Control Lists

3. Citrix ADC Platforms
e Determine which hardware to use (Citrix ADC MPX, VPX, etc)
e |dentify the pieces of the multi-tenant structure
e The specific function of the SDX when givn various SDX interface

4.High Availability
e Udrstd how the high availability (HA) procs wrks on Citrix ADC.
e Determine the appropriate Citrix ADC high availability config
* Method should be used to manage a Citrix ADC high availablity
e Determine how to resolve common high availability issues
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5. Load Balancing
e |[dentify the Citrix ADC load-balancing role of entities.
e When to use the different load-balancing and monitoring options
e Determine how to customize monitoring and service options
e Which method to use to protect tshoot a Citrix ADC load-balancg

6.SSL Offload
e Determine the process and requirement
e Determine how to create SSL virtual servers.
e Determine which SSL deployment
e Which Citrix ADC config settings can prevent a given SSL Exploit

7. Securing the Citrix ADC
e Determine how to utilize authentication, authorization, & auditg
e Determine how to configure authentication & authorization
e The components and steps required to secure a Citrix ADC config
e Determine how to utilize admin partitions in a given scenario
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8.Troubleshooting
e Determine how to resolve Citrix ADC log issues
e How to monitor the Citrix ADC environment with Simple Network
e How to use AppFlow and Citrix App Delivery Management featr
e Determine how to use the Citrix App Delivery Management t
e Determine which Citrix ADC troubleshooting tool

9.Citrix Gateway
e Determine a given Citrix Gateway feature's role for app delivery.
e Determine how to configure Citrix Gateway
e Determine how to configure common deployments.

10. AppExpert
e Appropriate policy expression structure of AppExpert
e Determine how to configure pattern sets and data sets
e Determine how to utilize policy bind points
e Determine how to use AppExpert with Citrix Gateway
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11. Authentication and Authorization
e Determine the steps in Authentcatn process to establish identity.
e Determine the steps in Authorization process
e Determine how to customize multi-factor authentication
e Determn how to deploy Authentication & Authorization policies.
e Determine how to configure nFactor
e How to config SAML authentication based on a set of rquirmnts

12. Managing Client Connections
e How to config Citrix Gateway plug-in with Citrix Receiver
e Determine how to config the access level
e Determine how to config pre-authentication policies & profiles
e How to deploy Citrix Gateway to allow user connections
e Determine how to configure endpoint analysis
e Determine when to use the Always-ON feature for a VPN solution.
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13. Integration for Citrix Virtual Apps and Desktop Solutions
e To integrate Citrix Gateway with Citrix Virtual Apps and Desktops.
e Determine how to integrate with StoreFront.
e Determine how to enable Clientless Access and Receiver
e Determine how to configure Smart Control
e Determine how to configure Smart Access

14. Customizing Citrix Gateway
e Determine how to configure Citrix Gateway applications
e Determine how to configure RDP Proxy
e Determine how to configure portal themes

citrix

Free Advice: +91 9600579474

www.zetlantech.com



- LEARN
REMOTELY!!

ine learning




