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Course Modules

1.Asset management
«Explain OT fundamentals and concept
«Explain the OT architecture with Fortinet products
«Configure the security fabric for OT network
«Implement device detection
«Caterorize devices for OT asset management

2.Network access control
«Apply authentication to control access to devices
«Configure internal segmentation
«Explain Industrial Ethernet protocols
«Describe OT Availability and Redundancy
«Explain Industrial Ethernet networks
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3.0T Network Protection
Identify industrial protocols and signatures
*Implement IPS to secure OT networks
Implement Application control in OT networks
«Configure OT firewall and security policies

4.Monitoring and risk assessment
Implmnt logging & monitoring with FortiAnalyzer & FortiSIEM
«Customize and generate reports
«Config security automation with FortiAnalyzer and FortiSIEM
«Perform risk assessment and management
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