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Course Modules

1. Android Backup and Cloud Storage Forensics

Familiar with the various methodologies and platform specific
resources used by Android devices when creating device and system
backups

2. Android Device Forensics and Analysis of File System, Evidence
Understandg of the techniques & tools used during the collection,
preservation and analysis of Android mobile device data including the

file system structure, user activity and common artifact locations.

3.10S Backup and Cloud Storage Forensics

Familiar with the various methodologies and platform specific
resources used by iOS devices when creating device and system
backups

4.i0S Device Forensics & Analysis of File System, Evidence Locations
Understanding of the techniques and tools used during the

collection, preservation & analysis of iOS mobile device data includg

the file system structure, user activity and common artifact locations.
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5. Mobile Forensics Introduction
Understanding of the techniques and tools used to collect and
analyze data from Android and iOS mobile devices.

6.Mobile Malware and Spyware Detection and Analysis
Understanding of how mobile malware interacts with Android and
iOS devices and the tools used to detect & analyze malicious activity.

7. Third-party Application Artifact Analysis
Understanding of the tools and techniques used to review, analyze
and investigate third party application activity.

8.Third-party Application Forensics Introduction

Familiar with artifacts created by third party applicatns on Android
and iOS devices.
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