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Course Modules

1. BES Cyber System Categorization

Knowledge of Attachment 1 Criteria, Operational Effects & Impacts,

NERC Functional Model, BES Reliability Operating Services, BES Cyber
Asset Identification

2. Configuration Change Management and Vulnerability Assessments
Knowledge of Change Management, Configuration Monitoring,
Vulnerability Assessment, Transient Cyber Assets, Removable Media

3. Electronic Security Perimeter(s)

Knowledge of Electronic Security Perimeter Architecture, External
Routable Connectivity communication, Access Rules, Dial-Up,
Malicious Communication Detection, Intermediate Systems and
Interactive Remote Access, Multi-factor Authentication
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4.Incident Reporting and Response Planning
Knowledge of Incident Response Plan, Incident Response Plan
Testing and Exercise, Incident Response Plan Reporting

5. Information Protection
Knowledge of Information Protection Program, Identification, Classi
fication, Protection, Disposal, Reuse

6.NERC CIP Terms and Definitions
Knowledge of terms and definitions relevant to BES, NERC, and CIP

7. Personnel & Training

Knowledge of Awareness Program, Cybersecurity Training Program
Personnel Risk Assessment, Access Management Program

8.Physical Security of BES Cyber Systems

Knowledge of Physical Security Plan, Physical access controls,
Visitor control program, Maintenance and Testing, Monitoring,
Logging and Alerting
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9.Recovery Plans for BES Cyber Systems
Knowledge of Recovery Plan, Recovery Plan Testing and Exercise,
Recovery Plan Reporting

10. Security Management Controls
Knowledge of Senior Manager Requirements, Policies, Low facility
Requirements

11. Standards Development

Knowledge of Compliance Monitoring and Enforcement Program,
Request For Interpretation, Standards Authorization Request, Urgent
Action Request, Balloting, Violation Svrty Level, Violation Risk Factor

12. Standards Enforcement

Knowledge of Audit Prep, Enforcement Treatment, Reliability
Standards Auditor Worksheet, Reliability Assurance Initiative,
Interactive Remote Access, Internal Controls Evaluation
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13. System Security Management

Knowledge of Port and Service management, Patch Management,
Malicious Code Prevention, System Logging, Authentication
Requirements, Account management, Monitoring and Alerting

Free Advice: +91 9600579474
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