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GIAC Cloud Threat Detection

Course Modules

1.Automation
Understanding of cloud automation options and the ability to
create a simple automated response workflow.

2.Cloud Management

Understanding of the unique security concerns related to the
cloud, as well as a knowledge of cloud access, monitoring, and
data collection sources.

3.Containers and Cloud Proxies
Understanding of containers and cloud proxy services, as well
as common threats and log sources.

4.Cyber Threat Intelligence and Threat Hunting
Understanding of types and sources of cyber threat intelligence
and their use.
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GIAC Cloud Threat Detection
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5.Data and Vulnerability Management
Ability to conduct a basic vulnerability assessment and perform
data discovery activities.

6.Host Logging
Demonstrate a hands-on ability to configure and access
host-based logs in Microsoft and Amazon cloud environments.

7.Inventory and Configuration Tools
Demonstrate the ability to perform inventory discovery tasks
and knowledge of cloud configuration tools.

8.Monitoring, Detection, and Analysis

Demonstrate an understanding of monitoring and detection
tools and perform basic investigation against logs using
cloud-based tools.

9.Network Logging

Demonstrate a hands-on ability to configure and access network
logs in Microsoft and Amazon cloud environments.
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