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Course Modules

1. Active Directory and WMI Scripting

PowerShell and Windows Management Instrumentation (WMI) to
query and manage Active Directory, Group Policy Objects, Local Users
and Groups, and Active Directory permissions.

2. Endpoint and PowerShell Security

PowerShell and Windows endpoints against ransomware and other
malware using PowerShell hardening, AppLocker, Credential Guard,
Group Policy preferences, Windows privileges, & PowerShell logging.

3. Hardening Services and Features
PowerShell to harden & mang Windows roles & features, Windows
Firewall rules, IPsec zero trust policies, audit policies, & event logging.

4.PowerShell Fundamentals

Familiarity with PowerShell's use of objects, properties, methods, a
rrays, flow cntrl, & how to write basic PowerShell functions & scripts.
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5. PowerShell Remote Command Execution

Securely configure and use PowerShell Remoting, OpenSSH for
Windows, Just Enough Admin (JEA), Group Policy, and the Task
Scheduler for remote command execution.

6.Windows Certificate Services

Windows Public Key Infrastructure (PKI) & manage certificates
used for multi-factor authentication, smart cards/tokens, data
encryption, and digital signatures.
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