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1. Application and Configuration Discovery
Scanning & discovery techniques to find application & configuration
vulnerabilities.

2. Authentication and Configuration Auditing
Validating vulnerabilities specific to authentication systems and
host/service configurations.

3. Data Management and Collaboration Strategies
Vulnerability and configuration data management as well as team
collaboration.

4.Intelligence and Threat Modeling

Performing and applying intelligence and threat modeling within a
vulnerability assessment.
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5. Network-based Discovery
Understanding of network-based scanning and discovery methods
and techniques.

6.Reconnaissance, Scanning, and Vulnerability Fundamentals
Understanding of reconnaissance and scanning fundamentals.

7. Remediation Concepts and Vulnerability Assessment Reporting
Understanding of remediation concepts & vulnerability assessment
reporting.

8.Validation and Risk Essentials
Understanding of essential risk methodologies and how these
inform vulnerability validation.

9.Vulnerability Assessment Methodology
Understanding of the fundamental theories & process of planning

and performing a vulnerability assessment.

10. Vulnerability Validation and Enumeration Fundamentals
Understanding of vulnerability validation techniques and value.
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