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GIAC Information Security Professional

Certification

Course Modules

1. Asset Security
Understanding of asset management and classification, including
access controls, handling and retention requirements.

2. Communication and Network Security

Understanding of network security, including secure architecture,
network protocols, security controls & devices, and common network
attacks.

3.ldentity and Access Management (IAM)
Understanding of identity management concepts & controls including
AAA, passwords, tokens, biometrics, federation, & common threats.

4.Security and Risk Management

Understanding of security risk management and business continuity
practices, including legal and regulatory compliance, security policies,
and governance principles.
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GIAC Information Security Professional

Certification

For Enquiry: +91 8680961847

5. Security Architecture and Engineering

Understanding of secure engineering architecture & implementatn
for systems in networked, web based, and mobile environments and
mitigating common vulnerabilities.

6.Security Assessment and Testing
Ability to design, perform, and analyze security tests

7. Security Operations
Demonstrate an understanding of the managerial, administrative,
operational aspects of information security.

8.Software Development Security

Demonstrate an understandng of the key security principles related
to secure application development.
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