IAC Security Leadership

Zetlan Technologies

Online Course

ZETLAN TECHNOLOGIES
www.zetlantech.com




GIAC Law of Data Security &

Investigations

Course Modules

1. Business Policies and Compliance

Familiarity with common regulatory compliance mandates, as well
as developing IT security policies with defensibility in mind, & under
standing the risks and legal impacts current and emerging
technologies pose to information assets.

2. Contracts and Third-Party Agreements

Understanding of how to protect an organization's information
assets in all third-party contracts and agreements, including terms of
service, working with independent contractors, affiliates and data
sharing, business services, online/web agreements and electronic
signatures.

3. Data Retention and E-Discovery

Understanding of E-Discovery and Record Retention laws and
regulations, familiarity with high profile cases, and organizational
controls used to comply with retention requirements.
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4.Fraud and Misuse

Understanding of fraud and cybercrime laws, familiarity with high
profile cases, and developing reports in response to cybercrime,
forensics, incident response, and other types of investigations.

5. Intellectual Property
Understanding of the different types of Intellectual Property (IP),
legal protections available, and risks to an organization's IP.

6.Privacy and PII

Understanding of Privacy laws and regulations, familiarity with
high profile cases, liability issues, and responding to privacy breaches.
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