GIAC Experienced Intrusion
Analyst

Online Course

ZETLAN TECHNOLOGIES
www.zetlantech.com




GIAC Experienced Intrusion Analyst

Course Modules

1. Advanced Analysis Techniques
Proficiency with core tools and programs e.g. decrypting TLS traffic
with Wireshark, building and sending a packet with Scapy.

2. Application Traffic Analysis
Inspect common Application Layer protocols to demonstrate skill
in analysis and correct conclusions.

3.1DS Application and Analysis
Common IDS-related tools to analyze artifacts.

4.Malicious Traffic Analysis
Analyze malicious or suspicious network traffic using a variety of
tools and approaches.

5. Network Forensics

Analyze artifacts and show skill in determining what took place
within a certain incident or time-frame.
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6.Network Traffic Analysis
Analyze typical and abnormal stimulus & response network traffic
using a variety of tools and approaches.

7. Protocol Analysis

Evaluate netwrk capture files to show proficiency in detail analysis
with a focus on topics such as protocols, connections, ports, and
sessions.
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