


GIAC Experienced Penetration Tester

Course Modules

1. Command and Control (C2) Communication and Evasion
Demonstrate mastery of communicating with a C2 framework and
avoid detection.

2. Enterprise System Penetration Testing
Demonstrate mastery of evaluating entire enterprise systems for
vulnerabilities, weaknesses, exploits, and misconfigurations.

3. Lateral Movement and Privilege Escalation

Demonstrate mastery of accessing hosts through lateral movement
in a network and escalating privileges to gain access to otherwise
inaccessible areas and objects.

4.Linux Penetration Testing Tools
Demonstrate mastery of using the Linux OS for penetration testing
concepts and tools.
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5. Network Access Exploitation
Demonstrate mastery of using tools to exploit vulnerabilities in a
network to gain access to previously inaccessible hosts and segments.

6.Network Scanning for Pen Tests

Demonstrate mastery of scanning netwrks for informatn including
hosts, software versions, vulnerabilities, and infrastructure for use in
an offensive operation.

7. Offensive Operations Reconnaissance

Demonstrate mastery of gathering both sensitive and non-sensitive
information from a variety of sources such as metadata, open-source
intelligence, infrastructure documentation, and tool-based recon.

8.Password Analysis and Cracking
Demonstrate mastery of using password guessing & cracking tools
to bypass authenticatn mechanisms & identify policy non-compliance.

9.Penetration Testing of Domain Environments

Demonstrate mastery of applying penetration testing techniques to
Microsoft Active Directory environments.

Free Advice: +91 9600579474
www.zetlantech.com
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