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1. Configuring access
e Managing Cloud Identity HQ
e Managing service account
e Managing authentication

e Managing and implementing authorization controls
e Defining resource hierarchy

2. Securing communictn & establish boundary protection
e Designing and configuring perimeter security
e Configuring boundary segmentation
e Establishing private connectivity

3. Ensuring data protection
e Protecting sensitive data and preventing data loss
e Managing encryption at rest, in transit, and in use
e Planning for security and privacy in Al

4. Managing operations
e Automating infrastructure and application security
e Configuring logging, monitoring, and detection
e Config & analyze Google Cloud audit logs & data access logs
e Configuring log exports (log sinks and aggregated sinks)
e Configuring and monitoring Security Command Center
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5. Supporting compliance requirements HQ
e Determining regulatory requirements for the cloud

e Evaluating the shared responsibility model

e Configuring security controls within cloud environments
e Restricting compute and data for regulatory compliance
e Determining the Google Cloud environment in scope
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