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Course Modules

1.0Overview of network security
«Fundamental of TCP/IP protocol
«TCP/IP protocol security
*Network threat

2.Basic firewall Technology
*Firewall development and technical evolution
«Basic firewall functions
Firewall performance metrics
*Firewall networking approaches
*H3C firewall management
*NGFW management

3.Firewall user management
«User certification background
«AAA technology principle
*Firewall user sorting
Firewall user management and application
*NGFW AAA configuration test
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4.Firewall security policy
Firewall packet filtering technology
*Firewall security domain principle and zoning
Firewall forwarding principle
Firewall security policy configuration

5.Firewall security policy tests
*NGFW security configuration test
*NGFW layer 2 and layer 3 forwarding configuration tests
*NGFW attack prevention configuration test

6.Network address conversion technology
*NAT overview
*Dynamic NAT
Internal server
Static NAT
*NAT ALG
*NGFW NAT configuration test




For Enquiry: +91 8680961847
7.VPN Technology W

*VPN overview

*GRE VPN

«L2TP VPN

*IPsec VPN

«SSL VPN

*NGFW L2TP VPN configuration test
*NGFW GRE VPN configuration test
*NGFW IPSec VPN configuration test
*NGFW SSL VPN configuration test

8.DPI technology
*DPI technology background
«DPI technology principle
«DPI configuration
*NGFW application security configuration test
*NGFW comprehensive test

9.Application control technology
«Application control technology overview
«Application filter
«Bandwidth management
*Log report
«User certification
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