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IBM Certified Administrator -

Security Guardium v11.x

Course Modules

1.Plan for the IBM Security Guardium System
«Describe Guardium Architecture
Define the differences between Guardium agents
Identify the ports for Guardium and agents
Define the roles of the Guardium appliances
«Explain how the firewall works on DAM and FAM

2.Deploy & Configure the IBM Guardium System
«Configure Guardium appliances
Install license keys
Install Guardium agents
«Configure and attach Identity Providers
«Configure SMTP on the appliance
«Configure SIEM on appliance

3.Discover & Classify
«Discover the databases on the network
Locate and classify sensitive data
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IBM Certified Administrator -

Security Guardium v11.x

4.Protect & Monitor
Build a policy
«Define and implement Policy Rules logic
«Setup outlier detection settings
«Differentiate between policy actions
Interpret results of analytic engines
«Monitor resources of appliance

5.Audit & Report
«Create custom report queries
«Configure audit flow

6.Assess & Harden
Identify vulnerabilities in different databases and platforms
*Harden vulnerabilities in different databases and platforms
«Configure and operate CAS
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REMOTELY!!

The efficiency of online learning
in terms of time management,
flexibility, and the ability

to access resources anytime,
anywhere can be compelling.
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