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CSX Cybersecurity Practitioner

Course Modules

1. Identify
«Hardware Software ldentification and Documentation
«Preliminary Scanning
«Additional Scanning Options
- Sensitive Information Discovery
- Sensitive Information Identification
-Vulnerability Assessment Process

2.Protect
- Specific Cyber Controls
-System Hardening
«Collecting Event Data
Firewall Setup and Configuration
-Verifying the Effectiveness of Controls
- Microsoft Baseline Security Analyzer
«Monitoring Controls
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3.Detect
«Network Traffic Analysis
«Malicious Activity Detection
«Introduction and Execution of Malicious Activity
-Analyze Malware
-Baselines for Anomaly Detection

4.Respond
- Defined Response Plan Execution
Incident Detection and Identification
«Network Isolation
-how to remove Trojan
«Disable User Accounts
«Block Incoming Traffic on Known Port
«Blocking Traffic
-Implement Single System Changes in Firewall
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For Enquiry: +91 8680961847

5.Recover
-Disaster Recovery and BC Plans
« Patches and Updates
- Cyber System Restoration
- Data Backup and Recovery
«Data Backup and Restoration
-Recovering Data and Data Integrity Checks
«Actualizing Data Backups and Recovery

Free Advice: +91 9600579474
www.zetlantech.com
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