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Security Associate (JNCIA-SEC)

Course Modules

1.Identify concepts or general features of SRX Series devices

Interfaces

QERTIF"E'O
*Hardware Juniper
«Initial configuration S
Traffic flow/security processing —_—
*vSRX

2.Identify concepts or general functionality of security zone
«ZONes
*Screens
«Addresses/address books

3.Describe the concepts, benefits, or oprtn of security policies
«Zone-based policies
*Global policies
*Application firewall
«Unified security policies
[PS/IDP
Integrated user firewall
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4. Identify the cncepts, benefts, or oprtn of Juniper ATP Cloud
*General operation
*Blocking mechanisms

5.Describe the concepts, benefits, or operation of NAT
«Source NAT
«Destination NAT
Static NAT

6.Identify the concepts, benefits, or operation of IPsec VPNs
«[Psec tunnel establishment
-IPsec traffic processing i
, , Juniper
e[Psec site-to-site VPNs INCIS-SEC

Juniper Secure Connect

<
SPECIALVS

7.1dentify the concepts, benefits, or operation of UTM
«Content filtering
*Web filtering
« Antivirus
*Antispam

8.Describe methods for monitoring, reporting, or logging
J-Web
Sky Enterprise
«Junos Space Security Director
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