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Course Modules

1.ldentify application security Juniper

- Application firewall i

- Application quality of service (QoS)

<
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- Application ID
« Advanced policy-based routing (APBR)

2.App intrusion detection & prevention (IDP) & (IPS)
- IPS database management
« IPS policy

3.ldentify the concepts, benefits, or operation of security policies:
- Application Layer Gateways (ALGS)
-Logging
- Session management
- Scheduling
- Unified security policies

4.ldentify the concepts, benefits, or operation of HA:
« HA features and characteristics
 Deployment requirements and considerations
- Chassis cluster characteristics and operation

- Real-time objects and state synchronization




Security Speciadlist (JNCIS-SEC)

5.Cncpts, bnfits, or oprtn of Juniper Advncd Threat Prvntn Cloud :
« Supported files

CERTIFIg
« Components Junper
- Security feeds INCIS-SEC
« Traffic remediation

s‘°EC|AL\51
« Workflow

« Encrypted Traffic Insights (ETIs)
- Domain Name System (DNS) and Internet of Things (IOT) security
- Adaptive threat profiling

6.Describe concepts, general features, of virtualized security
- Installation
« Deployment scenarios
« Troubleshooting

7.1dentify concepts, general features, or functionality of JIMS:
- Ports and protocols
- Data flow

8.ldentify concepts, general features, or functionalty of SSL proxy:
- Certificates

- Client and server protection
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9.Concepts, general features, of JSA Series Secure Analytics:

-Logging
- Analytics
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