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Course Modules

1.Sophos Central Overview
«An Introduction to Sophos Central
«Sophos Central Protection Overview
«An Introduction to Sophos Synchronized Security
«Getting Started with the Sophos Central Dashboard
«Getting Started with Sophos Central Global Settings
«Sophos Central Protection Licenses and Requirements
«Register and activate Sophos Centra

2.Sophos Central User Management
«An introduction to Users in Sophos Central
Getting Started with Sophos Central User Management
«Sophos Central role-based user access
«Gettg Started with Directory Synchronization in Sophos Central
«Configuring federated authentication in Sophos Central
«Install and configure Windows AD sync utility
«Configure role-based access
«Deploy Sophos protection to a Windows server
*Deploy an Update Cache and a Message Relay
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3.Sophos Central Agent Deployment
«Getting Started with Sophos Central Agent Deployment
«Sophos Central Agent deployment strategy
«Automating Sophos Central Agent deployment on Windows
«Automating Sophos Central Agent deployment on macOS
«Automating Sophos Central Agent deployment on Linux
«Troubleshooting Manual Deployment on Windows
*Troubleshooting Automated Deployment on Windows
«Install Sophos server protection for Linux
«AD group policy to deploy Sophos protectn to multiple devices
«Enable server lockdown (preparation for a later lab task)

4.Sophos Central Updating and Communication
«Getting Started with Sophos Central Updating
«Advanced Sophos Central updating
«Controlling Sophos Central updates
«An Introduction to Update Caches and Message Relays
«Getting Started with Sophos Central Update Cache and Message

5.Relay Deployment
«Sophos Central Update Caches and Message Relays
«Enable manually controlled updates
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For Enquiry: +91 8680961847

6.Sophos Central Virtual Protection
«Getting Started with Sophos Central Virtual Protection
Protecting Azure hosted virtual servers with Sophos Central
«Protecting AWS hosted virtual servers with Sophos Central
«Config automated deployment on Azure hosted virtual servers
«Config automated deployment on AWS hosted virtual servers

7.Sophos Central Device Management and Communication
«Getting Started with Sophos Central Device Management
Getting Started with Sophos Central Device Communication
«Sophos Central Tamper Protection
«Deleting Devices from Sophos Central
«Create server groups
«Manage tamper protection

Free Advice: +91 9600579474

www.zetlantech.com
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8.Sophos Central Policies
«Getting Started with Sophos Central Policies
Gettg Started with the Sophos Central Threat Protection Policy
«Gettg Started with the Sophos Central Peripheral Control Policy
Gettg Started with the Sophos Central Application Control Policy
Getting Started with the Sophos Central Web Control Policy
«Gettg Startd with the Sophos Centrl Data Loss Prevention Policy
Getting Started with Sophos Central Exclusions
«Getting Started with Sophos Central Server Lockdown
«Started with Sophos Central Server File Integrity Monitoring
*Prepare for a later lab task
«Configure and test threat protection policies
«Configure and test web control
«Configure and test application control
Configure and test data control using CCLs
«Configure and text exclusions
*Manage server lockdown
Test Linux server protection

» [© ZETLAN TECHNOLOGIES



Sophos Central Administrator

9.Sophos Central Remediation and Reports
«Getting Started with Sophos Central Logs and Reports
Getting Started with Sophos Central Health Checks
«Getting Started with SIEM Integration with Sophos Central
«Getting Started with Sophos Central Alerts and Events
«Getting Started with Sophos Central Threat Remediation
«Getting Started with Sophos Central SafeStore
«Advanced Sophso Central Threat Remediation
«Configure SIEM with Splunk
*Release a file from SafeStore
«Remediate a Linux server
«Create a forensic snapshot and interrogate the database
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For Enquiry: +91 8680961847

10. Sophos Central XDR
«An Introduction to Sophos Central XDR
«Sophos Central XDR Licensing
«Getting Started with Sophos Central XDR Data Lake
«Getting Started with Sophos Central XDR Live Discover
«Sophos Central XDR Live Discover Query Scheduling & Editing
«Sophos Central XDR Live Discover query pivoting
«Writing queries for Sophos Central XDR Live Discover
«Getting Started with Sophos Central XDR Threat Graphs
«Started with Sophos Central XDR Detections and Investigations
«Getting Started with XDR Live Response
«Use Live Discover to locate unauthorized programs
Investigate a detection using Sophos Central XDR

Free Advice: +91 9600579474
www.zetlantech.com
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