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Course Modules

1.Architectures and Technologies
«Define the term cybersecurity
Identify types of cybersecurity vulnerabilities
«Recognize attack mitigation strategies
*The stages of an attack from the point of view of the attacker
Identify different types of cybersecurity attacks
«Examples of behaviors associated with security tactics, techniq
Identify examples of indicators of compromise
Identify the pillars of a zero-trust approach to security
«Describe a defense-in-depth security approach
Identify the functions of basic security controls
*Distinguish between antivirus and next-generatin antivirus soln
«Explain the purpose of a watchlist

2.VMware Products and Solutions
*Recognize the central concepts in the intrinsic approach
Identify the control points in the VMware approach to security
«VVMware products that sprt the implmntn of a zero-trust apprch
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Identify features of VMware Carbon Black Cloud solutions

*The priority of diff reputations in VMware Carbon Black Cloud
*When and how to asgn rputns in VMware Carbon Black Cloud
Identify use cases for Carbon Black Cloud Endpoint Standard
Identify use cases for Carbon Black Cloud Audit and Rmediatn
Identify use cases for Carbon Black Cloud Enterprise EDR
«Tasks that can be performd in the VMware Carbon Black Cloud
*Describe the term unknwn file in the contxt of VMware Carbon
«Describe how cloud analysis helps prevent malware

«Describe how to remove malware from endpoints

*Hw to use the Inbox in the VMware Carbn Black Cloud console
«Use audit logs in the VMware Carbon Black Cloud console
«Determine the appropriate VMware Carbon Black Cloud sensor
«Recognize the steps for performing an attended installation
*Recognize the steps for performing an unattended installation
Identify types of data collected in VMware Carbon Black Cloud
*Recognz the search capabilities in VMware Carbon Black Cloud
*The use cases for watchlists in VMware Carbon Black Cloud
*Recognize different alert types

*Ways to respond to and dismiss alerts in VMware Carbon Black
«Purps of using rcmded queries in VMware Carbon Black Cloud
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For Enquiry: +91 8680961847

Identify categories of recommended queries

«Describe when and how to use Live Response

«Recognize the purpose of built-in policies

*Modify setngs on the Policy pg in VMware Carbon Black Cloud
«Describe the benefits to integrating security solutions
Identify the intgrtn capabilities of VMware Carbon Black Cloud

Free Advice: +91 9600579474
www.zetlantech.com
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