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Course Modules

1.Introduction to Firebox Cloud
Firebox Cloud
«Protect Virtual Servers
*Branch Office VPN
«Mobile VPN Gateway
Intro Microsoft Azure
«Intro AWS

2.Firebox Cloud License Options
*License Types
Licensed Security Services

3.Deploy Firebox Cloud on Microsoft Azure
Identify your Firebox Cloud Software Plan and License Type
«Supported Instance Types
«Create a Key Pair for SSH Authentication
«Deploy Firebox Cloud
*Find the Instance ID (VM ID)
«Activate your Firebox Cloud License
*Run the Firebox Cloud Setup Wizard
«Connect to Fireware Web UI
Configure Firebox Cloud to Send Feedback to WatchGuard
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4.Deploy Firebox Cloud on AWS
«AWS Regions and Availability Zones
«Supported Instance Types
«AWS Identity and Access Management (IAM)
*Allocate or Associate an Elastic IP Address
Allocate an Elastic IP Address
«Associate an Elastic IP Address
*Create a VPC with Public and Private Subnets
«Create an Instance of Firebox Cloud
Disable Source/Destination Checks
«Assign an Elastic IP Address to the External Interface
«Configure the Default Route
Verify the Instance Status

5.Firebox Cloud Feature Differences
« Administration
«Licensing and Services
*Firebox Cloud Deployment Guide
*Network Interfaces
«Default Firebox Configuration
*Fireware Features
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6.View Firebox Cloud VM Information
*VVM Information in Fireware Web UI
*The Front Panel Dashboard
*The VM Information System Status
*The Interfaces Dashboard
VM Information in Firebox System Manager

7.Use Firebox Cloud to Protect a Web Server
«Launch an Instance of Firebox Cloud
«Add A Static NAT Action
«Add HTTP and HTTPS Proxy Policies
«Add an HTTP-Proxy Policy
«Add an HTTPS-Proxy Policy
«Import a Proxy Server Certificate
«Enable Subscription Services
«Enable Gateway AntiVirus
*Enable Intrusion Prevention Service (IPS)
*Enable Botnet Detection
«Enable Data Loss Prevention
«Configure Geolocation

» ZETLAN TECHNOLOGIES



Network Security Essentials for Cloud-

Managed WatchGuard Fireboxes

For Enquiry: +91 8680961847

8.Enable Logging for Firebox Cloud
«Configure Logging to WatchGuard Cloud
«Configure Logging to Dimension

9.0pen the Configuration File for a Firebox Cloud Instance
«Download and Open the Configuration File
«Download and Open the Diagnostic Log Message File
«Reset the Firebox to Factory-Default Settings

10. Add Firebox Cloud to WatchGuard Cloud (Cloud-Managed)
*Add a Firebox Cloud Device to WatchGuard Cloud
*Upload the Payload and Connect the Firebox
Verify the Firebox Cloud Status
*Troubleshooting
*Monitor Your Firebox
*Manage Users and Roles on Your Firebox
Firebox Upgrade, Downgrade, and Migration
*Firebox Backup and Restore

Free Advice: +91 9600579474
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